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MHRA "“GxP"” Data Integrity Guidance and Definitions
£

B HEEBEMENX, March 2018

6.17.2. Backup &4

A copy of current (editable) data, metadata and system configuration settings maintained for
recovery including disaster recovery.

— RS0 (TN BdE. o RESWE N TRE, S8 508 R 4.

Backup and recovery processes should be validated and periodically tested. Each back up
should be verified to ensure that it has functioned correctly e.g. by confirming that the data
size transferred matches that of the original record.
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The backup strategies for the data owners should be documented.
R LR S AT 0 o RS .

Backups for recovery purposes do not replace the need for the long term, retention of data
and metadata in its final form for the purposes of verification of the process or activity.
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APIC Practical risk-based guide for managing data

integrityE F X & AIEL

Eree EEIELEKIER. 5 1 iR 2019 £ 3 A

Category 1: A non-electronic system. No GxP data are stored. Typical
examples are bag sealers, pH paper, density meters, CAPA logbook.
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Category 2: An electronic system and the generated GxP data is not stored
and manually transferred on paper. Typical examples could include pH meters,
balances, polarimeters with manual adjustable a wavelength, pressure gauge
with display.
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Category 3: An electronic system with some limited manual adjustable input
data and the generated GxP data is not stored but printed out. Typical
examples could be potentiometric titrators not connected to a PC, balances
with printer.
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Category 4: An electronic system with some limited manual adjustable input
data and the generated GxP data is not stored but sent via an interface to
another system, e.g. a cat 5 or 6.Typical examples could be temperature
Sensors.
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Category 5: An electronic system where GxP data are permanently
stored, and these GxP data are not modified by the user to generate results
(static GxP data). Examples could include UV instruments or IR instruments
used for identification testing, in line particle size and TOC testing
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Category 6: An electronic system where GxP data are permanently
stored, and the GxP data can be processed by the user to generate results.
Examples could be MES systems, ERP systems, chromatographic data
systems, electronic deviations management system.
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APIC Practical risk-based guide for managing data
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ID| Topic |Sub topic Question Category Acceptance criteria
F&H T H 5] K CIE: 3273
13| AR A dn| & /R | —REEH TERTREERTT | 516 |[NoNETAGXP A E & v i I X 8 St fe7, 1347
Jel B B 15K E A KR s 5 B I I . A AN R RS T A R R R . Bl %
WK, A Fk 2 RIS 2 15 3 L HE V. 55 GXP 04l A1 e 2l LA S R GiGXP #dli . s
A AR IE S oA B RN TG E , FHARYE R PPl e AT . AR R 5t
i ? TH 2 B AL TG B 2 i AT B 2y o R B Ay AR
AR 25 T RS PPl THUE A SR BEA TR 2, AR TS 2 7] B AR
JF L3R
14542y | IR E| FahFFE/ 2B E MR | 5/ 6 | FahfiEgmhNE it E RS, RS NIEE @ TE
Jel B B 4t, TN IMARAE SE BN G R E A . T8 &0 AR AL SE T B U
BNHIRUEE T2 1S AR 2 H Al I8
15| 4 | &/ E| S R EBEFEFTEMK GXP| 5 / 6 [WRMH TV itENL RS L TR AKRSE. . G a7
Jil B B JREHE . osdE A B R W GXP JREHE, B M ATE S CXPEAE . JoddE Al &
Him? gt GXP ¥, sHIHEREPEFARIHE NS RV R
Ko
16| B4 A iy | % A0 /B | & e AR A 2 e E 5/ 6 | &/t ENESEF R0 IT. S NAFAE Z 2 E
Jel B B RPN AREEBUIH Y/ ZRNRIF, ARREEBAIH 7/ NBAES BikPiK GHPI
NERE M5 TR BN BRI 7K AR 70« B KB R4E3P) o AR RV
RGBT S A Vi 0] 2549 2
17 | B A [ WK | BRSO RS E R T | 5/6 [ ATt Rl A B0 &40 728 o o 18y 1F 3 ) A8 3 4 PRI AR .
Ji B ST 1E A 38 5 A% il VA 2 6




EHEEE

e
FHISECEH, BURERFE—EM
[BRIRF, WIIFRERIP.

X B
S EREIREIENEIEERR, B
KA T A E

L1

AGERTPHREZNRE—RIPTE
BREEURE

PREE

HITENEIRSED, IFRERS—
RIFITRGRIRR O E T



W BIRRIEN

> B ez 32l 5SROI T EAt 2R M) B A RIS R T S EUE F W S A R TR DAY it

> EHIDHEEBRE:
: ENRS
- BHRS
: MERGE
- BRI, B
- BIEAS

> S ENEERE:

igdE AAKix ZEEE EFEx  Fe RiHsEiR

P e

MR RE kKK MK BE O ONE BiE R @5



BIEZNEENENRE

Data backup regulation expectation

EATLRMEREIR
Pharmaceutical industry data backup current situation

B 5EFIZMNEEL EZNRRK

Auto VS Manual backup management methods

GO FH 4 FRIE R TE B AR RAY BB LR RS 2

How to upgrade and choose your future automatic backup system?

BREEG , XERATENR?

Data backup, just only for compliance?



EEHIRRFEMIAD

INERS TV : BEMYERD
1. BUEREH—E D

KAETUEhREGE0D

W=

SHFE s

1. ATS555HE
KEHEA: FTEH BHERUSSNTEL |2 RASHRELENME
1. RO BB ATAIR 3. BHBEIET
2. BROTBIELEDAR
S am WASHBLESARE | 1. MELHA, TEAARRR
P T ErEiRSs e 2. T RENAR

3. BHREIET

SIS LR

NEEERE, IREARKE
=R £H

N

10



EEHEMRRARMBTEH W, RRFEE—SIEEEERS

EEMEARRINIL: ESHERFRARANE

AKHEZ D FE S REFEERILLG,

FEEFEEONER, TaSnE

11



. BEEHEENIANZ

Data backup regulation expectation

EATLRMEREIR
Pharmaceutical industry data backup current situation

B 5EFIZMNEEL EZNRRK

Auto VS Manual backup management methods

4 GO FH 4 FRIE R TE B AR RAY BB LR RS 2

How to upgrade and choose your future automatic backup system?

BREEG , XERATENR?

Data backup, just only for compliance?

\ 12



EENRHESFIFMILER

SURSEEIF

OSFaxfF
EESI

SRS EEETE
R
NIRRT,
BESLUEMER
BDEE
REREE (D

RS0
kﬁﬂﬂﬁ%ﬁ&}iﬂiﬂ%ﬁ

SRR SEREUEE. M

IiZEEZEF (Win\Linux\UnixX\WM\Cloud)
ZEINRENE. 29 &
FoHMIFEM RIS EmERETE, WESLA
IS EDSHEEE

E=IEAISAN (LAN-Free) &fH
WEEREAR, TEFETE, NRBHEE
T8 "&HINE" A, FNERERT100(3
EEEDEY, BERE

5¥atknk, RESHSKRE, FEEZEIEA

BB, REEK. BIMRE. K&, . .

M, #nasEinEAN
SR
HBDE LOS
ATEHE
NO

NO

NO

NO

NO

NO

NO

NO




BRRFLLRE DR

hé

\\\'
O o
ol

F;?':';ﬁlﬁﬂ'—iﬁ‘a mHELBEER | KEAF IRSZEESD = ERZR BIDEES] RE8ES
S
Veritas CELE16EENITF | EL1085 | TOP10: RI: 7000+ | =&, ZF¥ | B 5aE | 100%%E6e
GartnerMQ IDCEGartner | 100% FEH: AxF B, B%Es | (R, 7 1, BE "R
Learder[X1g, REHE— Fortune500: | /OFIRRSZEIRN | EE—AHEE | R) , S #2" oracle\V
86% Az "IE" 2% M
EMC GartnerMQ GartneriiRss | FEEG~R | ROTIEES | WE,; RHIK | s hag; | kEseE
LearderXid; B= APRE,; & |DIRETED, | HEEENRE | RirEE
#4y7E B S FU REEREIES
Ui DRSS
X IRBIER
Commvault | GartnerMQ GartnerfRs: | B, & ARER, Ik | (X&E, #B | &l hag | kEsehia
LearderX1f YUY FREAE HDFIRSEE
HREEXA
Windows¥E&
IBM GartnerMQ GartneriRess | B, KZ EHFELIRS | =B, 2TV | hegEX TolRiRNSS
LearderXig BT K& = "R 88
= Ef - A FERATENE | EHEERE | BHREES— | SFEEWS | IKE8E1—H&
MoTamhE DEREXRAN | RSB AER {K#, hE, HFE
SR/ NELE( S s




BIEZNEENENRE

Data backup regulation expectation

EHTALZHERIR

2 Pharmaceutical industry data backup current situation
s BISFHEHEBHANARS

Auto VS Manual backup management methods

GO FH 4 FRIE R TE B AR RAY BB LR RS 2

How to upgrade and choose your future automatic backup system?

BREEG , XERATENR?

Data backup, just only for compliance?

\ 15



W AERESHRS: R

e 1. FRERSEHE: ffFGartner MQE NS RLeaderX i~ &
- 2. EESEERAR:
- IDCHGartner2¥kmin G AERAES
- 2HSEEWNTOPAERF: TOP10£Rt. 5. BUERT. EFiG
- SRR ES005 B AR
- 3. APERNRBFPEAK:
- TOPERY. BfE. BTG, HlERWL. £EYELDFHISELW
- 4. IRS5EE
- EKRT. FERITHE
- AFEBHEFL, BAMURSA
- BEKEHE. REAKR

pall

16



NSRS HRG: R

,
’ - 1. FRIRRZEY
- SERREN, STVRE, TRIERS, BiEs
- 2. FHEM
- [REE. BERRBERFFAIZIE (Windows\Linux\Unix)
- MEAREEZXE (FH. FE)
- BWNECEZRE (WA, VIL, BEE. =)
- 3. BHEE
- SEGEHARNAEL, SOEENETEEN (EHHEIET%ESAN, K&, kEE)
- 4. &kE8EN
« RTO/RPO
- IREMINE100% (BHERTIKE)
- WEBERE0S. WEHIE (BikERE)
- B\ SEIREREH (BERIREHIE, EERRNANER)
- 5. M RSBHERH BR" 8

\\‘ 17



)

e (RETEFME N R L B EIAS P EITES
=1 ERES BIRE, R Bltn, BHE=

\ 18




A Ex BB 2 al D

&

BT & EHREEE-EY | TR

SRR
e i smwes
BESEX  ERE AN (ERE = Prisal il |31 B & SCRT S hm2/ D
= i) (EET%;I)J%&T? (FEFRIES R E) B: VBT — e
1RTRLED oK A AREB C: Mﬁl\aiilr_‘%"é}% :}Kéﬁ%:
HiREE | IIREEI50008 | FHE EH—E | (EEEs: Bk D: EHINER—XEH;
—IX FR) E: BMERAREBA—IXERE.
1B 1RLED N G
MRS | GUUEEIEAR| FHOTA | R ’ﬁ%‘fﬂ (KR A = RO IS
BT UREE) A: HIRESRDEYERE2E;
B | SEAREEN | FHOR | = N/A B: WSS IFRn SUE(RE 2R,
i C: RIFFERF&HHIRIRE M ;
NAS 1RUREER FH2E FH—F N/A D: EHWRBDEUERE3E;
E: B ERFREZDE B3 1A,
MRS | 1PIRSES | BHOAR | Mt N/A B R TR

\ 19



BHDRANRIELE

SRERES=R ! s HIRMIRSS 25 e

PR E BRSNS
& ~

,/
/
S
X
' |
Lafzn y
i3 \
\

- B IRSFRLMERENS T A
- BIREENER=

<///°// \l

- ESTHE ‘
« RPN MR STRR Y, R RIAE S ‘\ 5
NIRRT A S HRE ) e
BRSNS sthem m ) athem
SRR N
B EH ISR IR i It
- BRI LT -
EIEHIEE, SHRSEETE [P, SR E
 KEIRERR -

- IRIERZREEX, JLBCEYIEMTE

\ 20



URS# )

21



BIEZNEENENRE

Data backup regulation expectation

EHTALZHERIR

2 Pharmaceutical industry data backup current situation
s HRSFHEHEESENMAHRS

Auto VS Manual backup management methods
4 WMATARFIERE R AR BLZ B RE ?

How to upgrade and choose your future automatic backup system?

BREEG , XERATENR?

Data backup, just only for compliance?

\ 22




W TREH

L=
+ EARUETHFER

- RIE "HR" RERE, FRETHKEUEZE (ITeXFHE=E)
- DfER "TEEE" LW ETHRECEMT4A, NMBHBERARR (BERIEBRHERR)
- BIDEIEST: RBISREE, BRXk, HESLA
-« IR
- BUEDH
- HIEEE
- BURRR
BlI/BAR & BE/ B o7
tH oS
R

Dok
a0

23



B FBEEREADREEBRAE T\ SHANGHAIGQS PHARMACEUTICAL ECHNOLOGY CO,D

RETFTEGRF M Focus on Lifescience
GQS REE GQS Gordon Song
BAT AT GMP &4&18f GQS-Consulting GMP Senior Consultant

BBiE : 0512-67223121
FH : 13915573929
BR#E : gordon.song@phggs.com P.C. : gordon.song@phggs.com

gt - BiesthERRERE)||BEEL KRI108E1E1118% ShanghaiAdd : Rm 1118, Building 1, No. 9198, Fengnan Rd,

Rt www.phggs.com HMter : M Tk E X EXEE388EHINMAK B AERKFE RitiEwww.phggs.com Fengxian District, Shanghai.

#Em:https://s.yaozh.con/5007  RHEFEDEE207E Z5E/:https.//s.yaozh.con/5007 SuzhouAdd : Rm 207, Bu“ding D, No.388 Ruoshui Rd, SI, Suzhou

Tel : 0512-67223121
Mobile : 13915573929




