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- Clearly indicate who recorded the data or performed the activity

Attributable - Sign/Date . .

- Record Who wroteit/when

—
& J —
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- Allow toread/interpret the data after it is recorded
Leg|b|e - Ensure Permanent Data
- Properly Correct if necessary 4 )
\s J
( / —%
- Record Data at the time it was generated
CO ntem pO raneous + Ensure close proximity to occurrence -
\ P ( )
( | A
sy + Preserve datain its unaltered state p
O rgi nal - Create certified copies if needed \ )
N J
f \ )
+ Ensure data reflect the action/observation made E.I-FH
ACC urate - Review data routinely
- Provide explanation as needed € )
N J
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Unintended Error - Deliberate Falsification

(Anil Sawant- PDA Europe - Data Integrity Workshop - London, 2016)
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* In 2015:
« 35% EU ‘statements of non-compliance’ for Data Integrity
« Significant number of USFDA Warning Letters
*« MHRA inspection findings*:
— 121 Major, 218 Other deficiencies had references
relevant to DI

_.I pQE GROUP

GLOBAL QUALITY SOLUTIONS

MHRA Data Integrity Guidance

David Churchward, Expert GMP Inspector, MHRA

— 20 Major DI deficiencies in regulatory action cases
— 10 Major DI deficiencies under compliance
management.
(* Dosage form inspections Jan-Oct 2015)
1

Myths

Data integrity:

+ Is not just a GMP issue

+ Does not just affect laboratory data

+ s not just about computerised systems

» Is not limited to deliberate fraud

* Is not unique to specific countries, companies or
product types

+ Is not something that just happens to other
companies.
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21 CFR Part Guidance for for
11 Industry Computerised
EU GMP Electronic Part 11, Electronic
Records; Electronic Systems in
Annex 11 Records; Signatures - regulated
Electronic Scope and PP,
. Application GxP
Signatures environments
)" Vv v3
Jan. 1992 Mar. 1997 Aug. 2003 Jul. 2004 Sep. 2007

GLOBAL QUALITY SOLUTIONS
Y
| 1N
MHR A  TONALMEDAL RODICTSOWSTRATON
: R H
MHRA GMP Data New Annex
New GMP Integrity 1 to the
Annex 11 Definitions and GMP of
+ Guidance for ;
EFPIA, 2013 Industry China on
EU GMP Part | _ Computer
(integration of Q9 (Draft version Systems
and Q10, 2012-2015) for consultation Validation
Process validation July 2016)
guide
Jun. 2011 Mar. 2015 May 2015
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)C'CH @» world eaith (OPIC'S ABIGHEN @) |SPE

OEC]D Organization BEBERER

E6(R2) Good
g’?iempfi?.» Ii) Clinical Practice
Q7/Q8/Q9/Q10 OECP §eries on Guidance on Good China FDA: Records and
NOM-059- Data Integrity Q12: Technical prgf;p;isdof good data and Pracélc;as for Drug Data Data‘
SSA1-2015 and and Regulatory compliance record atd Management Integrity
compliance Considerations monitoring managgment Managemgnt Standard GUIDE
& with CGMP for number 17 practices gnd Integrity (Draft)
NOM-164- (Draft) Pharmaceutical application of WHO in regulated
SSA1-2015 + Product GLP principles Technical GMP/GDP
Quality Lifecycle to Report Series environments
Metrics Management computerized No. 996 (Draft 3)
(July 2015) (2014) systems
v v \} |} v \A v v
Aug. 2015 Apr. 2016 Jun. 2015 Apr. 2016 May 2016 Nov. 2018 Jan. 2018 April 2017




MHRA GMP
Data
Integrity
Definitions
and
Guidance
for Industry

(Revision 1)

y

Mar 2018

World Health

Organization
GAMP GAMP Good GUIDELINE ON
Good Practice DATA
Practice Guidance INTEGRITY
Guidance Data Integrity - DRAFT
Data Manufacturing (October 2019)
Integrity - Records WHO (Working
Key document
QAS/19.819)
Concepts
v )} J
Oct 2018 Jun 2019 Oct 2019
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» ALCOARYH FEH4algia 2 HiStan WoolenBlE R, f7E1990F A AFDARNIE IMA 2 -GLPGIE
Ik “BE, BISERFXBHEXFRAE FEESE. (B8, #A— 1 ETrXiE
ﬁgﬁff#ﬁf, AT TAINTH LRIZE, REMA T B FE4S1dALCOAE e H =

ALCOA principle | PIC/S Guide PIC/S Guide Annex 11 PIC/S Guide to
to Good to Good (Computerised Good - FDA
Manufacturing | Manufacturing Systems) Distribution Data 'ntegrlty: Not a New Conce pt
Practice for Practice for Practice for
Medicinal Medicinal Medicinal
products, products, products, Principles from the paper-and-ink era still apply:
PE009 (Part1): | PE009 (Part PEO011:
1): * §211.68 requires that backup data are exact and complete, and
Attributable [4.20,c & 1], [6.14], [6.18], 21, [12.4], [15] [42.4], [425] secure from alteration, inadvertent erasures, or loss
[4.21, c &1], [6.52] * §212.110(b) requires that data be stored to prevent deterioration
[4.29, €] or loss
Legible [4.11, [4.2], [5.43] [6.11], [7.11, [9], [10], [4.2.3], [4.2.9] * §§211.100 and 211.160 require that certain activities be
[4.7], [4.8], [6.14], [6.15], [17] ;
[4.91, [4.10] [6.50] documented e?t th.e.tlme of performance and that laboratory
controls be scientifically sound
Contemporaneous [4.8] [6.14] [12.4], [14] (411 [4.2.9] * §211.180 requires true copies or other accurate reproductions of
Original [4.9], [4.27], [6.14], [6.15], [8.2], [9] [4.2.5] the original records; and
[!?Fi‘;i%rrz’,?]h [6.16] * §§211.188,211.194, and 212.60(g) require complete
information, complete data derived from all tests, complete
Accurate [4 Lgifal] By - [.Pa.ragra"ph [4.2.9] record of all data, and complete records of all tests performed.
[6.6] Principles"] [5],
[6], [10], [11] 2
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MHRA Inspections: GMP Annex 11 - ALCOA
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MHRA: DIl inspection experiences

» Findings have not followed a ‘typical’ regulatory cycle for guidance revision

x Same types of inspection findings
x Failing to identify relevant risks
x Ineffective control measures

v" Awareness of requirements
v" Actions focused on identified risks

* Why?
* Continued regulatory focus?
» Causes of continued non-compliance require further action.
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21 CFR Part 11 - Q&4)
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Why is data integrity important?

= FDA depends on reliability of information to

ensure drug quality

= FDA relies on firms to do the right thing when
we are not there.

= FDA CGMP surveillance inspections are usually

Why is Data Integrity Important?

= Data integrity provides foundation of

focused to determine adherence to CGMPs, not pharmaceutical quality.
to verify all data. Changing due to recent = Without reliable data, CDER vision (manufacturers
events. produce high quality drugs without extensive

s oo e regulatory oversight) cannot be realized.

Regulatory Perspective = Breaches of data integrity (records/electronic)
Data Integrity (2017) erodes confidence of regulator and public.
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Examples of Poor Data Integrity Practices ﬂ

— Failure to have controlled access to computer systems

— “Trial” HPLC injections of samples outside a quality
structure

— “Trial” HPLC injections of samples within a quality Examples of Poor Data Integrity ﬁ
structure-and even following an SOP a
Practices

— Not recording activities contemporaneously/Backdating| Unreported 0OS results or failures with no

— Fabricating/Falsifying batch records it iy s
justification or explanation in drug applications.

“GaEyNg extsting data as niew dats Drug applications filed without complete
— Discarding or deleting results with no justification and gapp 3

ri-runningl crtusiling sarnolex 1o trnsant hetter results |nfnrr{13‘f|nn that was available at the time of
submission (APls and FDF).

* Misrepresenting or not including information
available in FARs.

* Process Validation- data invalidated or ignored

t1
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FOOD AND DRUG ADMINISTRATION
COMPLIANCE PROGRAM GUIDANGE MANUAL PROGRAM | 7346.832 |

CHAPTER 46- NEW DRUG EVALUATION

SUP?R]‘E.EE:ZPPRO\'AL INSPECTIONS ]:izidi:ﬂﬂmq o g * F D A *ﬁ 7|E.< A JIEI\ L\Z\ 2)ﬁ\ *Z‘ §_I<.
s AT RV BIE T S 11

PRODUCT CODES PRODUCT/ASSIGNMENT CODES

Use appropriate product codes. 46832 NDA Pre-Approval Inspections/Methods
Validation

46832B NDA Forensic Sample Collection/Analysis
46832C NDA Biotest Sample Collection/Analysis
46832M Pre-License Inspections (BLAP

46832D PEPFAR — NDA Pre-Approval President’s
Emergency Plan for AIDS Relief

528327 ANDA Pre-Approval Inspections/Methods
Validation

52832B ANDA Forensic Sample
Collection/Analysis

52832C ANDA Biotest Sample Collection/Analysis
52832E PEPFAR — ANDA Pre-Approval
President’s Emergency Plan for ATDS Relief

FIELD REPORTING REQUIREMENTS

Objective 3: Data Integrity Audit

Audit the raw data. hardcopy or electronic. to authenticate the data submutted in the CMC section of the
application. Verify that all relevant data (e.g.. stability. biobatch data) were submitted in the CMC
section such that CDER product reviewers can rely on the submutted data as complete and accurate.
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What happens When Dl is found?

« Concurrent and parallel assessments between ORA, OMQ,
and OPQ

www.fda.gov 16
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