Talk ISTEN.,

Validation THINK.
alidatio SOLVE!

SRS IEHb A M FSER)

FactoryTalk Integrated Validation T/ XHEREERINE - --'T,

T 55HR
Wang PeiDong (Alex)

FTRFRETEIKBRARE
Rockwell Automation SSB
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RESHE
Trends & Challenges
T RESREGIE




%IJ Zﬁﬁ:\ﬂﬁigﬁg P\] Eg Eiﬂj] Rockwell

Driving Force of Pharmaceutical Corporation Growth

Automation

HFMTT Digitalized Facility

SiEEE
Data Integrity

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 4



LT Wi
Inside the Digitalized Facility

O

Manufacturing Execution

Recipe Management Bt 5 &

Tracking & TracingiRER5 1B ER

Scheduling Bt~

Workflow & Event Management TiEFE
RiEsEE

Electronic Batch Recordinge8 FLitt RIS
R

Key Performance Indicators XEEUEHR
Equipment Genealogy I8 &

Power and Energy
ManagementEB JEERETR
QBAS ( BMS/EMS ) IMFIRISR
i

Utility Monitoring and Control
~HAIRER RS

Information Sys. & Interfaces (EEE &

Machine Interface ig#&#E0

LIMS Solutions SR EEE SRR
WMS Solutions BEEEIEfRRGE

ERP Solutions fE\F & RETRFEARTTZE

OA Platform/Mail &SMS System Bz
WEEEHbE. BIERS

Interfaces btw. Systems R&/aENEO

Rockwell
Automation

Process Automation T3,

Formulation #3572

Solid Dosage Suite & 4 i3 Z&]

Filling / Finishing #E%/&4&

Bioreactor Control &4 N gg s
Fermenter Control B iEE=H|

CIP / SIP TE&&iEih/iHS

Tank Farm/Buffer Management fEXa;42 %
ST

Machine OEM Z5HigF0EM

Line Joint Control ;= £REk%

Material Tracking %%} &

Line Optimization F=£k {1k
Machine Based Batch Control &+
Bk Itz

Electronic Batch Recording 11k
it/ ¢

Operation & Complianceiz Sl

Weigh & Dispense #RESHEE
Collaborated Electronic Batch
Recording B&MEFIHIRICR
Asset Management A&

PAT solutions iISFE DT ARFRTS

==
ES

Periodical Review & Continuous
Improvement fYERERE R 4 H0#

Copyright © 2012 Rockwell Automation, Inc. All rights reserved.



AT mRAYE Ak

Challenges on Regulation Compliance

Rockwell
Automation

Potential
Retention,
; Migration,
g Destructmn

‘.M.:e e

Changes

Project Operation

FRE ARG EM T ERIX B!
y E"ﬁk&)ﬁi@@iﬁiﬁﬁﬁ’ﬂ%b
PREAR G R FRIGHINEG

Retirement

Retirement

SERAYRA

Copyright © 2012 Rockwell Automation, Inc. All rights reserved.
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fRIRZ 18
Solutions on the Challenges
SETXERIZEA. iRMEEE. HuEmHa




SRR B - BT IISCRIRERTT Roclavell

Solutions on the Challenges — Solution Based on Reality A"

ST T
L% i i 210
HRFFRINIZ

Market and

Develop Produce Distribute

=a Medicinal 3 Fa
;=F=J_Hg4 F‘-IE Products Products Medicinal

Products

‘ Product and Process Understanding

Life Cycle Approach within a QMS
Scaleable Life Cycle Activities

f Science Based Quality Risk Management
ﬂ ‘ el
{' ‘EIE Leverage Supplier Involvement

0 Supplier =T Maintain and
Eﬂkﬂgsﬁmm 1/\ (of computerized systems De:::jog;;ci):l:scts U:;‘frsz:&iggts Support Products
and services) and Services

12 R E
*"I’ 2I8dd | Source: Figure 2.1, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, ® Copyright ISPE 2008. Al rights reserved. www.ISPE.org.
N =y VaN
3 = 21
= liﬂgﬁkﬁﬁgz- W

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 8




é%mykﬁﬁ E‘Jﬁ@%@zjﬁ . -E{S‘IfﬂZ Rockwell

Solutions on the Challenges — 3 Chapters A "

o ik HE
/ REERIA (TE | [V ST v MEREERESE

v ;;f S’”;;%;wﬁ v SARRETT v R R
l v FREHTIH () | | v ERE R

v ARSI R RS BT
IEREN (SR Ei%gi(f%‘é‘é

IS T3 2 R )

H, 39 )

) 4 ) 4 ) 4

IEFT % o ISUFMEREN BREAIXE DT
?iﬁ%ﬂﬁFE’\JGMP&EﬁiIE% o (RE/LEEWELE BAER MR
REN BRENTEEE

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 9



%%—H_‘ﬁm,ﬁt% %gﬁﬁ[{%ﬁ Rockwell

Key Points to Integrated CSV Automation

p
« ASTM E 2500 - TEETE

* ISPE GAMP5 -~
« Company - BEEE

Guidelines « GDPHIFZ

Rl &i=(E]

Rt
A
« GMP/GEP - N EEER
« CTB/CTQ « FGA
. ISP * RAM
N

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 10



SRR — BRI GRS Roclawell

Automation
Solutions on the Challenges — More Leveraging

= ] 3R A GAMPSFff 4 H P iR (B AR AR
Templates provided by GAMPS Book. @ gimp

- NP =B E Background Check of e e e i om0

s maberial Is owned by FEBFE. Mo

Potentlal Vendor e ioe ot w2 o 1= e i

Where indicaied, parchasers of GAMP S are free fo use and mod®y this material for intemal use within

- ﬁg 5 g_'zt gﬁ. Capability & Experience ?;:;r:::z.mm only. The material s indcative only and inbended o be neBrer exhausthve nor

The GAMP € syample templates. *oms, chechlisis | and questionnaines are wided in Microsoft® ‘Word

[suRabie for Microeso®® Word 2000 or above) or Adobe® FDF format.

= Quality System & Methodology RE#AR 5 e o v vy e e s et P

reusabie format, ISPE does nof guarantes that they will appear comectly when opened In Microsoft®
Waord or anoffer word processing appllcation.

kA
/. -L b The GAMP 5 exampie templates, foms, checklisss, and questionnaines are provided for your
mi

comvenience. They may be used fresly within your own organization; however, they remain e property
of IEPE, should not be used for commercial purposes, and are not avalabie for resaie.

@ Copyright IZFE 2008. AJl rights reseried.

= 5 3iER XL 2 4 Appropriate Risk
Analysis

= HNEESR Category
- JXB& iR R 75 2= Resolutions of Risks

Copyright © 2012 Rockwell Automation, Inc. All rights reserved.
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IR EE Rockwell
Validation Service Scope

Automation

GAMP5 Based Validation Methodology EFGAMPSHIEEIEFT %
RA SSB Global Quality Management System (QMS) based
HETF T nH/RSSBNE KGR EEERAR

Launch Stage Fzif1ER— Consulting and Assessment Z185i1Fd

Development Stage FF&F/1E&— Planitkl, Designigit, DevelopmentF i, Verification and Report
WIESIRE

Operation Stage jZ17f1E& — Change Control Support ZX&E=H37HF

Retirement Stage iB1&F1E&— Consulting’&if], Assessment and Technical Supportiffh SRS F

= Audit Support BBtz

Copyright © 2012 Rockwell Automation, Inc. All rights reserved.
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Compliance Features of Products & Engineering
QMS, FsGiE, BcE BT




SRR TE=EPQMS
QMS of System & Solution Business

BB NEIMNE T B ER T Z IS EKE
X HIEEEEPF(QMS) :
ISO 9001
ISPE GAMP 5
QMSHZE -
- REEERBNRESE
RAREFHFIRAGREEIBAER

Rockwell
Automation

B Giimp
%) 9001 LAl S

RA Cuality Palicy (300-20.01) & RA OMS (900.50.07)

RABE R EESEFEFISSBEEFM — FERIF
BRI R TR

RA Comman Quality Proceduras (900-xx-0d

S5B Quality Manual

TIRESH. ZER. FRENER

iFD
Delivery Manuals

- REERMFRIESENYEN Moo
- DRB/RENEIREHAT
EEIFRRERS R EHERAR
Sk, TR RE R BERBI /AFRR
TR
- REEEFRPIIRATELS
KASGEIHE (PESRIIPMIMIERTEE

Copyright © 2012 Rockwell Automation, Inc. All rights reserved.
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DR RR D EESMET= Rockwell
Compliance Features of Rockwell Solutions

Automation

Change Control & Configuration Management ZEEIEHIQHETE

Lower System Validation Category using pre-validated Modules
ARSI R IHER FIGIEFR

Version Control in-built
N BRI
Comparison Function
XILLINEE

Configuration management manual and/or electronic methodology and solution
in place
FIR /SR FRSERL A EELE

Change Control manual and/or electronic methodology and solution in place

FR/SETFEEEE AR R

21 CFR Part 11 Compliance 21 CFR Part 11 §#}

= Compliance White Paper of Solution
RRARNEAMBERS

= 21 CFR Part 11 relevant Testing Incorporated during development life cycle
FREmBEfZEFEE21 CFR Part 11A948C ML

= 21 CFR Part 11 Assessment as Deliverable
22{321 CFR Part 11 ¥

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 16



GEMS#x)

S

/

Rockwell
Automation

GEMS Standard Library

BF Code

— CLX Code (Add-On Instruction)
— FTView SE Application/Faceplate, and Help Faceplate
— FTView ME Faceplates

324 Docume

— Users M

Optional 8y (
—  Software

—  Software
—  Software
- GEMS(

* GAMP 5

Promotes a risk-based approach to validation (QRM — Quality Risk
Management)

Promotes the leveraging of supplier activities (i.e. code, documentation
and testing)

Pre-Validated Module Set

End users benefit from reuse
+  Within a project
* From project to project

T HE/REEFRAE Rockwell Programming Standard

— Rockwell Automation Foundations of Modular Programming

Copyright © 2012 Rockwell Automation, Inc. All rights reserved.



IR B R S UE B R ER D Roclwell

Automation
Components of Successful CSV Service

BESHSERY
Gl soEEH o T

HIQMS Compliance

Compliant QMS Features of

under control Products

TRIGUERIREER

Pre-validated Modular
library

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 18



U NS ARSS
Validation Technology & Services
B HREM T SHESEMRIIERS

Rockwell Automation FTIV (FactoryTalk Integrated Validation) Services




D HIREEMY

@ilE Rockwell Integrated Validation e

HEFGAMP5 GAMP5 BASED A"

Specification

Primary
Responsibility

Regulated
Company

Verification

Configured Product

Supplier

Configurable Product Supplier

QMS

Source: Figure 4.3, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE org.

Copyright © 2012 Rockwell Automation, Inc. All rights reserved.



Rockwell Automation g Rocivell
Hierarchy Validation Methodology EIGUETT %

ISA S88 Physical/Logical Model ISA SS8S8HYPE/ Z 15 17

= |SA S88 standard based Validation Methodology, integrating Rockwell
Batch Control Product

ETISA S88RVIEUE T , BE D R H/REFMUIRIESMm

= Hierarchy Validation Approach, instead of ‘Flat Validation’

BUCFE IS UERN B R UE T A

- Less Validation Efforts 5 4> 89 38 UE T 4E

= Clearer Validation Architecture ( To End User / To investigator) 5 55 i 9 3 iF 4
N REAAFENEIRE)

= More Flexible on process changes -> Less quality risks / validation efforts on
recipe changes EERMN T ZHEZL->B F Z(LR B/ REX
N cE v =

- Easier improvement (Continuous Improvement) 3 5 12 FH/oi# ( £ d0# )

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 21



Rockwell Automation g Rocivell
Hierarchy Validation Methodology EkiGUETiA

ISA S88 Physical/Logical Model ISA SS8SHYPE/ Z 18 17

A\
e FadE . ﬁaﬂ Static Verification sat
Pre-validation documentation, no further DN miEEdH=ER
ﬁ%l&:\ﬁﬁl’A

testing required if no changes
FRIQUEMIH SR | d0FCEah To/mEs R .
= o W'

UP_A | | PN

Static Verification

A5

Static Configuration Verification during FAT %%ﬁ‘}ﬁ%i A

and in some cases, SAT —
FEFAT , BLERTSATH |, HHTHIESSAE ' B E

SHIA. , %

Pre-validated

ZlES - FiRg&IE
Dynamic Functional Verification during ¥ : = #RiE

FAT / SAT / Qualification.

‘Phase’ to be fixed during GEP stage (SAT) Dynamic Verification
‘Recipe’ to be verified repeatedly with —
water run / production run EH’D‘E%LA

FEFAT , SATHNQualification=r3/ TRUENASTH : - BHHR |
ab S

EUE%LAo n

FEHIMN ERAEGEPRER[EY, , Ec/fEKizt/ /

—_—— N— )= \ I e
FREiThRERIA a;ﬂ: f e«:—ﬁqn 5 Eﬁ f a?' Eﬂaﬁgﬁ \
%'ﬁ#ﬁﬁiﬁ%il‘sﬂﬁﬁﬁﬁ /

Copyright © 2012 Rockwell Automation, Inc. All rights reserved.




Rockwell Automation o Roclaell
IQUEIR B 324 Validation Project Deliverables

Planning 11X/

Risk Assessment (Template) X|pGiFd ( #&2#% ) , Validation Master Plan 3&iF=EE1t%l,
Quality Plan [FZ1t%l, Test Plan Widit%l, Configuration Management Plan H&ETR X

Specification 1t BBFISE,

User Requirement Specification FBP&Ki5%BH , Functional/ Design Specification Ifgg
i2iH5BE , Requirement Traceability Matrix (Template) EXIBERAEME ( 184R )

System Build 224 cra%E

Configuration/Coding Building BZ5/4R83&3Z , Source Code Review (Optional) JE7t
792 (k) | Internal Test RERMAT, , Version Control Az

Verification FEIA

Factory Acceptance Test TJ 3GIGIiE , Site Acceptance Test Iz
(HW/SW/21 CFR Part 11......) , Installation Qualification ZZ&EgA , Operational
Qualification 1z17581A , Performance Qualification (Optional) /555524 ( BTk )

Reporting #iR=

Validation Summary Report EIEREEIRE . Documents Handover 33324 , Risk
Assessment integrated with the life cycle £ EIRBEERXBEITAE , Requirement
Traceability Matrix integrated with the life cycle &#pEHASE EKIB IR

4

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 23



1

wall ZSZ*% ;EW U Rockwell

Automation

Validation Documents Sample

System Build ZEZeHa5E

« Compliant with the approved procedures within CMP
FEECMPHUERIRRR

Documented Source Code and Code Review
RIS EE

* Pre-verified modular solution - reusable codes and
documents based on S88
E@iﬁiﬂﬁﬂﬂm’i}kﬁﬁ-ﬁjigﬁﬁﬁE?SSS’%E*’@E‘JPCEE'—?SZ

Code Structure f{FE45HI ; Code Developer
REALE

Review Procedure EEEFr

_ CheckList #RESFE

Code Reviewer
KISEZA

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 24



BOUE SASCAS a Rockuell
Validation Documents Sample

S | Change Control ZX 8237515k

TE51 SPACICIION DOGUTEM NUTDEr 3nd REVISK Wy BCS-ROK-00-TS-208, 12y 03

Test Spoolfioation

Daviation c

No. [ Tt summary [rest FauttReport Attsohment 001
P2g2 | yumbar —

« Test Fault Report
MiEhRIRS

‘Supporang AacImETS:

Teetion 1= 11108 HenunGatan

[

« Change Control Request

s FEEHTR
Test Fault Reports & Log o

MR iR R

Tcton 1 - Fropa e Comsenve Acton

[ Sarizs]

‘et Nkt Gl FA PVOCH Ly 201004 18
[ ———

PV Commlceonng Chang s Con ol Log
o0t T Loggued by

Change Number - o0 |
2009.12.02
 Deviaton [~ inta I~ Paramater - Omer_|

" ww [ appl FWw ™ Doc ¥ b [~ Pri0 ™ GEMS I Other
T ]

Change required 10 PV graphic navigation butlans 1o enable operation in a dual screen, integrated
environment Ther cnanga as s part of the
ongnal systam daagn )
RA have supplied ssmple code to be scripts through PVTL he PVE i R =0 rn E EIRLERE]
executon of the required changes TR ) FIHI g - m [ ow [ wwaraieg | FITTE]

FIHTS-]

¥ Compound | ¥ Evaporator F Spray Oryer
¥ Vaive Clustar | 7 Finisned Powder | I™ BCS

¥ GEA ¥ MuCon 7 TetraPak
I sos I™ Cods I Comm

ABG® | ¥ A - Crtical impact I~ B - Major impact [ C - Minor impact

T intemal Change - Mo impact an Ps ¥ Extermal Change - Potantal impact o PVs
I Other: Please specify

I Date: X 200102 s Warng ey FIETTEY:]

TPraducin S 10 G S s S e Paiong 2am i

3 20is.01 1L o el T ] TarTinen ML 1T PR -y
Ciasmet 5 misee Repecton T il o ey Pusig 2im i LT —
| = g P T g
110 19, v [ ST G Ut AT BB a1 Do s (T 1 . ——
g [ e, B T Wirgg Padingg
ST 15 [P Carresa g T WG P

and
Change Implementation Description: (Reference any aftachments necessary)

PoTuas mawas

Change Control Request & Log
T HEEHIERICER

Copyright © 2012 Rockwell Automation, Inc. All rights reserved. 25



BOUE SASCAS a Rockuell
Validation Documents Sample

Probability Detectability

High Risk Priority |

Medium Risk Priority |

Risk Class

Low Risk Priority |

Severity = Impact on Patient Safety, Product Quality, Detectability = Likelihood that the fault will be noted before
harm occurs

and Data Integrity (or other harm)
Probability = Likelihood of the fault occuring Risk Priority = Risk Class x Detectability
lterai Risk Class = Severity x Probability

arEtan Source: Figure M3.5, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org.

Identify Y'and Define

+ |dentify risks to specific processes
* ldentify risks to specific functions
* Define controls to reduce risks

Source: Figure M3.8, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org.
Copyright © 2012 Rockwell Automation, Inc. All rights reserved.




J_LBﬁizlz1E%E Rockwel

Risk Assessment Matrix

Automation

Risk Assessment Procedures

IRER{TS

RS
B SH/EEEN

=/ AR
it

£

Si/AERE TR E S S2WRET  TUE |REE/EFSER
HEBREAEEENTE ST, HREERSEA
STREERIS (EIE)

— — Risk Assessment Matrix

AE FEEE— S AN E RS/ | BEATAARA
Bl A SHEEE | RRAEESER

SRS s REERSEA

Y AR

SRS SEARAREA
= 2wl B PESSELTES | AEEECAEE . (1). MESHTER HEE S
HEEERENTEY/ SRR, WEEREEA e ) [EERTEETE, ST
SRR (B ) e i SRFEHERG Pelioun il
R . 20121010 |2 R VESE, | 20121010 |2, BENE HEEEREER 20121231 2012010

=

re
FERE (HRI128E) (3).
(ETREEEEE
AT RS
S @HEATITERS ) = P EADNEEED 1 @ o
4/ EAENEEEE ETIGASEREREE oo
P I S | P -10 SRR [P 2012.1010 |SINEEENE , BREAEBISE ; 2012.1010 [:‘E‘“’“MME’R
SEN. PO : IRTRENRSES , MONSTEEEE |REERMAEEA = = R B
= REE/EESER
B P EEN I ETEE p— =
= REERSEA _ . S (1), R WrRIE TS

| BB, BRI OSSN | (i) el " =
/= . IBRUATHIME 78] 2012.10.10 . e 3 B 2012.10.10 2012.11.30 2012.1012
REY. 0 IR FARRE TG . FOUR ERATIIR RS BREER0T

A .
tEREES
SRR EAEERE SN,

20121112 2012.10.11

(RN SIS

= HITERE . BTSES BeR A2
TEE1- 100 EEIAIAT R, (1). SSCADASRERGE
I~ b
2012.1010 LI, | 20121010 20121231 20121012
B | B
S AETERESR | —Whee bgatie]
(a). {6 : ESERTeRS 225 ; ERNFEA. MEAIRBSES

| [ TR

E%ﬂﬂfﬂ,ﬂa;%_ o ETH e RETEE KT T (1). SERPERTRATES— | 3508
(0. % : 7 = R i | ERMESSERPRSTTE 2012.1010 8. EfEtE, | 20121010 &b;,:ﬁ ! é\ﬁg 20121231
REEREEANSES REES EETASEEA = ey = =
(RN  MREMERRER RRA/EFEER
(@.%: T =80 ; EftERvih MEEASEA
REESEEANBESSENASS
s il (1. BB EbugBEARIEE
(d). == = S e ERaREE AmEEESEQAR, B8 i BRI
R Em AR S et 20121010 [T o e W121010 | e teeitbugts | 20121116
RIS ESEEE  A/RAENAESES = . RETEIR L.

FRSCADARRTER AL | i
FIS/MES SSCADARIES
E5=1

. F/ETRE RG] SoRESIR (AR

BERRAEEA
TREEVETRETRET FEAERE | AEE/ErEER
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